ABSTRACT
INTRODUCTION
Since the 1910s, One time pad (OTP) cryptosystems have been in use. The crypto-key length of OTP is the same as the length of the plain text. If the key is never reused, truly random, and kept secret, the OTP can be proven to be unbreakable. But the difficulty of securing the sharing key has prevented it from becoming practical. Quantum Cryptography or Quantum key distribution (QKD) [1] is a new innovative technology that allows a more practical implementation of the classic OTP. This is because Quantum Cryptography enables two distant parties (say Alice and Bob) to generate a secret key that has guaranteed privacy due to the use of quantum physics. The secret key when it is used in a OTP cryptosystem provides perfect security.
So, QKD offers new methods of secure communication. Unlike classical cryptography, which relies on the computational difficulty of certain mathematical functions and employs various mathematical techniques to restrict eavesdroppers from learning the contents of encrypted messages, QKD is focused on the physics of information. The robustness of a given cryptosystem of conventional cryptography is based essentially on the secrecy of its private key and the difficulty with which the inverse of its one-way function(s) can be calculated. However, there is no mathematical proof that will establish whether it is not possible to find the inverse of a given one-way function. So, classical cryptography cannot provide guarantee of key security. QKD, on the contrary, is a method for sharing secret keys, whose security can be formally demonstrated. Traditional cryptography also cannot provide any indication of eavesdropping. QKD has an important and unique property; it is the ability of the two communicating users (Alice and Bob) to detect the presence of any third party (say Eve) trying to gain knowledge of the key. What the eavesdropper can intercept and measure, and how, depends exclusively on the laws of quantum physics. Exploiting quantum phenomena, we can design and implement a communication system that can always detect eavesdropping.
Quantum Cryptography was proposed first by Stephen Wiesner in the early 1970s when he introduced the concept of quantum conjugate coding. His paper "Conjugate Coding" was rejected by IEEE Information Theory but was eventually published in 1983 in SIGACT News (15:1 pp. [78] [79] [80] [81] [82] [83] [84] [85] [86] [87] [88] 1983) . In this paper he showed how to store or transmit two messages by encoding them in two "conjugate observables", such as circular and linear polarization of light, so that either, but not both, of which may be received and decoded. Building upon this work and after a decade, Charles H. Bennett, of the IBM Thomas J. Watson Research Center, and Gilles Brassard, of the University of Montreal, elaborated a method for secure communication based on Wiesner's "conjugate observables". Artur Ekert, in 1990, initially unaware of the earlier work, developed a different approach to QKD based on quantum correlations known as quantum entanglement.
The QKD's idea did not attract much attention at first. Research efforts have increased since the 1990s when it was proved that quantum computers could break the public-key cryptosystems commonly used in modern cryptography and when it is proved that QKD is secure against quantum computer attacks. A more interest also has been generated after the first practical demonstration over 30 cm of free space employing polarization coding [2] . Various different theoretical and experimental studies have been undertaken, and prototype products are now commercially available. Actually, several Quantum Cryptography protocols have been developed, and some that transmit keys through tens of kilometers in both optical fiber and free space have been experimentally demonstrated [3] [4] [5] [6] [7] .
Actually, extensive research has been initiated for sophisticated implementation of QKD in practical communication networks. with funding from the US Defense Advanced Research Projects Agency (DARPA) and built by BBN Technologies, the DARPA Quantum Network was jointly developed by researchers at Harvard University, Boston University and BBN Technologies in 2004. The main goal of this point-to-point DARPA Quantum network is to exploit QKD technology for standard internet traffic. The European Union funded FP6 project SECOQC -Development of a Global Network for Secure Communication based on Quantum Cryptography. This project clearly shows the feasibility of constructing highly integrated QKDnetworks and the SECOQC network prototype presents a splendid practical example for the development and operation of a point-to-point QKD network architecture with sophisticated protocols. Also, there are number of other approaches and models for the utilization of QKD in network fashion. Other research has also been initiated for the integration of QKD protocols into the existing classical protocols which are widely used on the internet for secure communication, like PPP, IPsec and TLS.
In this context, we treat in this paper the task of integrating QKD in the TLS protocol. Using the BB84 protocol, we defined an extended TLS protocol which enhances the security of the TLS protocol as it is described in RFC5246 [8] . There are several papers which discus the integration of QKD in the TLS protocol [9] [10] [11] [12] . Our work gives a new scheme illustrating our method to integrate QKD in the TLS protocol by providing more details. Also, we give a practical example to show the feasibility of our approach.
The organization of the remainder of the paper is as follows. We present related works in section 2. In section3, we describe in detail the TLS protocol. The BB84 protocol, which we use in the integration, will be presented in section 4. In section 5, we introduce our novel extension of TLS protocol integrating the mechanism of QKD and we introduce an example to show the possible applicability of our TLS extension. Finally, we conclude the paper in section 6.
RELATED WORKS
Quantum cryptography is a point to point secure key generation technology which provides unconditional security. Now, a new innovative approach is studying by researchers with the main goal to exploit the security of QKD for a large scale practical communication. So, the practical realization of QKD opened new research in the area of secure QKD networking. There are number of approaches and models for the utilization of QKD to secure communications.
One approach is to use QKD in network fashion. SECOQC network of secrets and BBN DARPA quantum network are the examples of such networks.
The DARPA Quantum Network was jointly developed by researchers at Boston University, Harvard University, and BBN Technologies in 2004 [13] . The goal of this point-to-point DARPA Quantum network is to exploit QKD technology for standard internet traffic. The DARPA Quantum network is the first network that delivers end-to-end network security via high-speed Quantum Key Distribution, and testing that Network against sophisticated eavesdropping attacks. Since December 2002, the first network link has been up and steadily operational [8] . More detailed descriptions of DARPA Quantum network may be found in papers [13] [14] [15] .
The European project SEcure COmmunication based on Quantum Cryptography (SECOQC) was a big research effort of 41 research and industrial organizations from the European Union, Switzerland and Russia, which was initiated in 2003 and carried out between April 2004 and October 2008. The SECOQC gives an approach to QKD networks with a focus on the trusted repeater prototype [16] . Description about SECOQC can be found in papers [17] [18] [19] .
Other approaches and models in using QKD in network fashion are introduced in the literature as [20] [21] [22] [23] . For example, in the paper [21] , the authors describe how the ATM (Aeronautical Telecommunication Network) can be secured by QKD, either by optical fiber or free air.
A different approach is to exploit QKD in the existing protocols which widely used on the internet to enhance security with the main objective to achieve unconditional security. The papers [24] [25] [26] [27] [28] give some example of such approach. In these papers the researchers present a models and schemes to integrate QKD in classical security protocols as IPsec, PPP and TLS.
Related directly to our work, and in the same approach, several papers have treated the issue of integrating Quantum Cryptography in the TLS protocol as [9] [10] [11] [12] . We argue that our work presents a new scheme to show how we integrate QKD in this protocol and we introduce several details to let our scheme to be practically operational.
THE TLS PROTOCOL
The TLS protocol has developed by Netscape [29] , and standardized later by IETF [8] . It is a transaction security standard providing secure connections between two communicating entities, with integrity-protected security, mutual authentication, and key management. This protocol ensures two services: an encrypted point-to-point connection and the integrity of messages. It includes five sub-protocols: Record Protocol, Handshake Protocol, Change Spec Protocol, Alert Protocol and Application Data Protocol.
The TLS Record Protocol
Taking messages to be transmitted, the Record protocol, fragments the data into manageable blocks, compresses the data (optional), applies a MAC, encrypts, and transmits the result. To allow a client and a server to agree upon security parameters, the TLS protocol uses the TLS handshake protocol.
The TLS Handshake Protocol
The client and the server in TLS handshake protocol authenticate each other using certificates or pre-shared keys (PSK) [30] , instantiate the negotiation of security parameters and compute the session key that is used to encrypt exchanged data. This consists of three steps.
Step 1
The client and the server in the first step negotiate the parameters of the secure session. These parameters especially contain the session identifier (SessionID) and the cipher suite. This latter is formed by a triplet conveying the method of the key exchange that is used to exchange the session key, the cipher algorithm that is deployed to encrypt/decrypt the application data, and a hash function to ensure data integrity. In its ClientHello message, the client includes ( Figure 1 ) a list of supported triplets in order of its preference. With its ServerHello , the server replies that especially conveys the selected cipher suite or, if no acceptable choices are presented, returns a handshake failure alert and closes the connection. The ServerHello and ClientHello establish the following attributes: Protocol Version, Session ID, Cipher Suite, and Compression Method. Two random values additionally are generated and exchanged: ServerHello.random and ClientHello.random.
Step 2
In a second step the client and the server authenticate each other. Two authentication modes have been defined in the TLS protocol: only server authentication and mutual authentication. The authentication is usually performed by using pre-shared keys [30] or public key certificates installed in both the client and the server and in such case a public key infrastructure (PKI) is required [8] .
The server in based-certificate authentication sends a certificate request message (Figure 1 ), inviting the client to reply with a certificate. A certificate is hands by the client to the server by which the client proves that it is legitimately the owner of the certificate. The client by way of proof sends the CertificateVerify message, which handles the hash of all messages exchanged between the client and the server starting at ClientHello up to, but not including, the CertificateVerify message. The server verifies that the client is in possession of the private key corresponding to the certified public key. In case that the validation fails, the server stops the handshake. In Figure 1 , (*) indicates that a ServerKeyExchange message may be sent, if it is required; for example if the certificate is for signing only [8] . 
Step 3
In order to test the success of selected authentication mode and the key exchange processes, both the client and the server exchange the ChangeCipherSpec and the finished messages ( Figure 1 ). The finished messages give proof to both the client and the server that they have the same key material because finished messages are the first messages processed and exchanged after applying the negotiated security parameters. The TLS finished messages is calculated by the following formula [8] :
PRF master secret finished label Hash handshake messages
Here, PRF is a pseudo-random function defined in [8] . To finished_label, we use the string "client finished" for the message sent by the client and "server finished" for that sent by the server. Hash indicates a Hash of the handshake messages. The handshake_messages includes all handshake messages starting at ClientHello up to, but not including, this TLS finished message. So, the handshake_messages for the finished message sent by the client will be different from that for the finished message sent by the server, because the one that is sent second will include the prior one. The value of master_secret is presented by the formula [8] :
( )
PRF pre master secret master secret ClientHello random ServerHello random = +
The pre_master_secret is derived from the mechanism of key distribution (such as an RSA or Diffie-Hellman). Therefore, when RSA is used for key exchange, a pre_master_secret is generated by the client, encrypted under the server's public key, and sent to the server. to decrypt the pre_master_secret, the server uses its private key. If conventional Diffie-Hellman computation is performed, the negotiated key is used as the pre_master_secret [8] . In the previous formula, the symbol "+"represents the operator of concatenation (for more detail please refer to [8] ).
THE BB84 PROTOCOL
Quantum cryptography is not employed to transmit any message data; it is only used to produce and distribute a key
With any chosen encryption algorithm, this key can then be used to encrypt and decrypt a message, which can then be transmitted over a standard communication channel.
The quantum key distribution protocol BB84 was the first studied and practical implemented QKD physical layer protocol. Charles Bennett and Gilles Brassard elaborated this protocol in 1984 in their article [31] . This protocol is surely the most famous and most realized quantum cryptography protocol. Its scheme uses the transmission of single polarized photons (as the quantum states). The photons' polarizations are four, and are grouped together in two different non orthogonal basis.
The two non-orthogonal basis are Generally described as follows: -The horizontal (0°) and vertical polarization (+90°) shape the base ⊕ , and we denote the base states with the intuitive notation: 0 and 1 . We note ⊕ ={ 0 , 1 } . The information bit, taken from a random number generator, are associated with the basis as shown in Table 1 . = ), the idea is that, the corresponding bits should match (i.e.
If not, an external disturbance is produced or there is noise in the quantum channel. All disturbances are supposed to be caused by Eve.
INTEGRATION OF QUANTUM CRYPTOGRAPHY IN THE TLS PROTOCOL: QKD-TLS

Processes of key distribution in TLS protocol
The TLS Record Protocol uses the TLS Handshake Protocol to generate security parameters. This task is achieved by using key distribution process. In description of TLS Handshake [8] the key distribution is limited to the only both Diffie Hellman (DH) and RSA exchange protocol. The problem is that both DH and RSA are not unconditional secure; their security is computational and so their security depends of the computation power or the time (or the execution time). For example the article [34] presents a simulation which shows that RSA can be broken with time.
By using QKD, we tend to achieve unconditional security because QKD is proven scientifically to be unconditional secure. This means that the security in this case is independently of the power of the eavesdropper and so security will not menaced by the technological advancement. We propose for this reason to integrate QKD in the TLS Protocol instead of DH or RSA key exchange.
The requirements needed to QKD-TLS
Some requirements must be satisfied to integrate QKD in TLS Protocol: a) An optical channel: QKD uses photons to encode information to exploit the laws of quantum physics. Now, there are two mediums to transport photons: the optical fiber or free space [35] . But some recent research works experiment the use of atoms and electrons as quantum particle [36] [37] and perhaps a novel kind of quantum channel will appear in the future. For our work, we choose the optical fiber because it is the most used in quantum systems. This is due to the fact that optical fiber reduces the noises than the free air. b) Optical modem: the modem can play the role of detector and emitter of photons. The purpose of the optical modem is to detect and to send photons. The modem has to include a photon detector and a photon emitter and also polarizer to encode data using different values of polarization as quantum states. It is employed to provide quantum key but also can be used to exchange data depending on the method of encoding information. The modem is very important because it can include the both roles of quantum and classical channel. There are many techniques used to elaborate such modem [38] [39] . c) Protocol of QKD: to generate a key, it is necessary to implement a protocol of QKD between the two optical modems. The key once generated, it is stored in a flash memory in order to be used in the phase of enciphering data. We have chosen in our work the BB84 protocol; firstly it is proved to be unconditionally secure and secondly it is simple to implement.
An additional component of TLS protocol: QKD Configuration Protocol
To facilitate the implementation of our novel scheme of TLS (including the service of QKD) we add to the TLS Protocol a new component which plays the role of configuration of QKD subnetwork. The additional component brings the name of QKD Configuration Protocol. So in our solution, the TLS Protocol has five components: Handshake Protocol, Change Spec Protocol, Alert Protocol, Application Data Protocol and QKD Configuration Protocol.
We have proposed a message format to the QKD Configuration Protocol. The format contains an important field of the length of the key which will be generated by the mechanism of QKD. Others filed are shown in the Figure 2 . The description of fields of the message format is as follows:
Type (1 byte): denotes the type of quantum cryptography protocol used. For example protocols based on the Heisenberg's Uncertainty Principle as BB84 or protocols based on the Bell's Inequality as E91 [40] . Protocol (1 byte): shows the quantum key protocol used (e.g. BB84, B92 [41] , or E91). Version (1 byte): allows the use of more than one version of the same protocol. Length (4 byte): indicates the length of the message in byte. Key-length (4byte): this field provides the length of the key provided by the execution of the quantum key protocol. Its length is between 1 and 4 bytes. The length is so huge in order to use the One Time Pad to achieve unconditional security. The length of the key in this case must be equal to data which will be encrypted [42] . TTL field (2 byte minus one bit): shows an amount of time (in seconds) or the number of messages when a key could be used in encryption process. If the time is expired or the max of messages is reached, the mechanism of QKD started to generate a new key. T field (one bit): this field indicates if we use the number of messages or the amount of time. When its value is "1", the TTL filed shows an amount of time and when its value is "0", the TTL filed corresponds to the number of messages. Authentication (1byte): shows if the message is authenticated or not. Encoding (1byte): this field specifies certain encoding technique if it is used to encrypt the content filed of the message. Content (its length is not fixed): this field shows data associated with this message.
The modified TLS handshake Protocol: Quantum TLS Handshake Protocol
In QKD-TLS Protocol, we have added certain changes in the TLS Handshake Protocol. Our main goal is to generate security parameters by the mechanism of QKD and to remove all structure based on PKI (Public Key Infrastructure).
Firstly, we suppose the client and the server share a secret noted S. Secondly, we have replaced in TLS Handshake Protocol the procedure of classical process of key exchange (such RSA or Diffie-Hellman) by the mechanism of QKD using the BB84 protocol.
We give the modified TLS Handshake Protocol the new name of Quantum TLS Handshake Protocol. Figure 3 summarizes how different messages are exchanged between the client and the server during the Quantum TLS Handshake Protocol.
As BB84 is vulnerable to "man in the middle" attack [31] , we verify if an eavesdropper is detected once the execution of BB84 protocol is finished, by calculating the TLS finished in both sides of the client and the server. This is done by using the shared secret S and the key K derived from the BB84 Protocol.
During the Quantum TLS Handshake Protocol and when the server receives the ClientHello, it sends to the client a series of polarized photons. The number of photons to be transmitted Content depends on the length of the desired key, the error correction algorithm and the privacy amplification algorithm used. For each photon to be sent, the server randomly chooses a state ij a . The remaining steps (phase of public discussion) are exactly the same as it has described in section 4. Figure 3 . Messages exchanged in the Quantum TLS Handshake Protocol.
QKD-TLS in Operation Mode
Our objective is to use the mechanism of QKD in the process of authentication and in the data encryption. First, we use the key generated by BB84 protocol with the secret S in the expression of pre_master_key presented in formula of calculation of master_secret which used in calculation of the TLS finished and so we check the mutual authentication of the client and the server. Secondly, we exploit the key provided by BB84 protocol to generate the key material for data encryption in the TLS protocol. So, QKD is exploited in procedure of authentication and data encryption between the client and the server. The Figure 4 gives our scheme of QKD-TLS protocol. 
BB84 Protocol
In our scheme, the TLS Protocol occurs two changes. We integrate a new component named QKD Configuration Protocol and we have done some changes in the original TLS Handshake Protocol (Quantum TLS Handshake Protocol) to include the service of QKD.
In operating mode, when TLS Record receives from the Application Layer the data, the QKD Configuration Protocol is exchanged between the client and the server to agree on the length of the key desired and the TTL and T fields and other fields as in Figure 2 . Once QKD Configuration Protocol is executed, a session of Quantum TLS Handshake begins (Figure 3) . Then the client and the server start the BB84 protocol to derive a key K which the security is guaranteed by the laws of quantum physics.
As mentioned before, the BB84 protocol is vulnerable to "man in the middle" attack, so to check if the mutual authentication is established correctly, the client and the server must calculate the TLS finished message using the shared secret S and the key generated by the processus of QKD, {0.1} N K = , We propose:
The TLS finished is computed as described in section 3 by the expression:
PRF master secret finished label hash handshake messages
We note that the calculation of TLS finished uses the key generated by QKD because we have for our QKD-TLS protocol:
PRF pre master secret master secret ClientHello random = It is very important to mention that in the all public messages exchanging during the executions of BB84 protocol are part of the value of the handshake_messages Once the server receives the TLS finished message from the client, it calculates its own TLS finished and verifies whether it is the same as that of the client or not; if yes, then the client is successfully authenticated. The same operation is done by the client when it receives the TLS finished of the server. We conclude then that the mechanism of QKD is exploited in checking the mutual authentication between the client and the server.
The Record Protocol needs an algorithm to generate keys required by the current connection state from the security parameters provided by the Handshake Protocol. The key K (instead of pre_master_key as in the original TLS Protocol) is divided into a sequence of secure bytes, which is then split to a client write MAC key, a server write MAC key, a client write encryption key, and a server write encryption key [8] . We conclude thus that the mechanism of QKD is used in the data encryption in QKD-TLS protocol.
In the next connection between the client and the server we change the secret shared S by K: S=K. and so any key generated by the BB84 protocol will play the role of S in the next connection. This improves the security by varying S at any connection because this makes the task of discovering S by an eavesdropper very hard.
Example of using QKD-TLS Protocol
In this section, we present an example of implementing QKD-TLS. We consider two LAN networks connected via two optical modems as illustrated in Figure 5 .
To improve the security of a TLS connection between A and B using Quantum Cryptography, six phases must be done:
Phase 1: when TLS Record Protocol in the point A gets the data from the Application Layer, it calls its Application Data Protocol. The data then is fragmented and for each fragment a compression could be done.
Phase 2: the TLS Record Protocol uses the QKD Configuration Protocol in order to let the points A and B agree on the parameters illustrated in QKD Configuration Protocol format (Figure 2) . The most interesting fields are: the protocol, the key-length, the TTL and the T fields. We choose the protocol BB84 for this example. We suppose that version=1. We assume that there is no mechanism of authentication and encryption. We propose these choices: Keylength= 40 byes, TTL = 400 messages, T=0. We must choose TTL =1 if we plan to use One Time Pad to attain unconditional security.
Phase 3: the Quantum Handshake Protocol is used by the TLS Record Protocol to obtain the security parameters. The Quantum Handshake Protocol begins and during the QKD process, the BB84 protocol is implemented between the two modems. The key generated K is stored in a flash memory to be used later in encryption by the Record Protocol.
Phase 4:
The TLS Record Protocol receives the key K provided by the QKD service and builds its security parameters. These parameters are used to generate keys to encrypt data and to assure integrity (MAC) as illustrated in Figure 4 . Also, in this phase A and B check each other the authentication using TLS finished with the two secret S and K.
Phase 5: Once the whole record (compressed fragment, MAC and optionally padding) is encrypted, a header is added to the encrypted block and the whole packet is passed to the Transport Layer.
Phase 6: We change the value of S by K (S=K) and the new shared secret between the client and the server is K. 
CONCLUSION
A novel scheme of TLS Protocol based on QKD is presented in this paper. We have introduced a Quantum TLS Handshake which enhances the security of the TLS Handshake; the mechanism of key distribution is established by QKD instead of the classical key distribution as RSA or Diffie-Hellman. We have added also a new component to the TLS Protocol in order to render our scheme applicable. Our new scheme of QKD-TLS Protocol includes the following advantages:
-During the Quantum Handshake Protocol, the messages exchanged become simpler. We needn't certificates and the infrastructure of PKI is removed.
-The secret shared S is modified at each new connection. This improves hugely the security.
Optical modem Network C B -Our scheme does not need to invent or to build new quantum devices. The optical modem is composed of standard already existing components as the single photon source and photon detector.
-In our scheme, the unconditional security could be reached with a very low price. Many companies and organization are already using the optical fiber. Therefore, companies can use the existing infrastructure to generate keys by the service of Quantum Cryptography.
